The paper "V2V QoS Guaranteed Channel Access in IEEE 802.11p VANETs" by Chang et al. proposes a distributed and priority enforced channel access scheme, called EDF-CSMA, to provide guaranteed QoS for real-time streaming in multi-channel VANET environments. It is shown that EDF-CSMA has higher channel utilization than other well-known mechanisms. Starting from the observation -confirmed during experiments -that ITS-G5/DSRC packet losses are correlated in time and space, the paper "Random Transmit Power Control for DSRC and its Application to Cooperative Safety" by Kloiber et al. proposes an innovative solution for congestion/awareness control by using a randomized transmit power strategy opposed to current fixed power strategies. Already successfully used in different domains, this unconventional approach shows several benefits, such as packet loss decorrelations, channel load reduction, and even support for ultra-high transmit updates (> 10 Hz) at a 60 percent operational channel load. In "Secure and Robust Multi-Constrained QoS aware Routing Algorithm for VANETs" by Eiza et al. the ant colony optimization technique to compute the best feasible routes in VANETs subject to multiple QoS constraints determined by the data traffic type is suggested. The authors apply the VANET-oriented evolving graph model to perform plausibility checks on the exchanged routing control messages among vehicles. The paper "Securing Vehicular IPv6 Communications" by Fernandez et al. investigates the security design in VANETs and the proposal of integrating state-ofthe-art IPv6 technologies to create a secure vehicular mobile network. The implementation and experimental evaluation of the proposal in a vertical handover scenario between 3G and IEEE 802.11p are carried out. Huang et al. focuses on channel spectrum availability sensing for cognitive radio enabled VANETs in the paper entitled "Historical Spectrum Sensing Data Mining for Cognitive Radio Enabled Vehicular Ad-hoc Networks". A new scheme is proposed for channel availability prediction using historical spectrum sensing data mining, Bayesian inference, and a nonparametric hidden Markov chain model. The cognitive radio enabled VANET with the new proposed spectrum sensing can improve the application-level QoS for safety services. The use of traditional symmetric cryptography in VANETs is discussed in the following papers:
"PBA: Prediction-based Authentication for Vehicle-toVehicle Communications" by Lyu et al. discusses broadcast authentication issue for secure one-hop vehicle-to-vehicle communications. A new broadcast authentication scheme -Prediction-based Authentication -built on symmetric cryptography, is designed to defend against computation-based denial-of-service attacks and resist packet losses caused by high mobility of vehicles. The authors analyze the security of the proposed scheme under varying vehicular network scenarios. Li et al. devote their paper "Impossible Differential Fault Analysis on the LED Lightweight Cryptosystem in the Vehicular Ad-hoc Networks" to the security analysis of LED lightweight cryptosystem in VANETs against the impossible differential fault analysis (IDFA) attack with a half byte-oriented fault model. The analysis allows breaking the 64-bit and 128-bit secret key of LED by only 48 and 96 faults in average, respectively. The result proves that LED is vulnerable to a half byte IDFA. In VANETs all the vehicles broadcast messages about their current location, speed and direction. Even though this enables safety applications, it also raises privacy concerns. Pseudonyms management is considered in two papers:
Zhang et al. present "MixGroup: Accumulative Pseudonym Exchanging for Location Privacy Preservation in Vehicular Social Networks", where a novel privacypreserving scheme, called MixGroup, which is able to efficiently exploit the sparse meeting opportunities for pseudonym changing based on real-traces observations, is proposed. By integrating the group signature mechanism, MixGroup constructs extended pseudonym-changing regions. Then, vehicles are allowed to successively exchange their pseudonyms. Results indicate that MixGroup significantly outperforms the existing schemes in both high traffic and low traffic conditions. "A pseudonym management system to achieve anonymity in vehicular Ad hoc networks" by Artail and Abbani introduces a system for pseudonym generation, distribution, and replenishing to provide anonymity to communicating cars in the VANET. The roadside units play a key role not only by distributing pseudonym sets to cars, but also by shuffling the sets amongst themselves to maximize anonymity. The distribution of pseudonym to the roadside units and to the vehicles is highly adaptive to accommodate the needs of the vehicles. A distributed optimization algorithm is developed to manage the shuffling process, and a novel mechanism was devised for cars to change their pseudonyms. Finally, some specific VANET applications are studied from the security perspective:
The paper "Trustworthy Parking Communities: Helping Your Neighbor to Find a Space" by Timpner et al. tackles the challenge of securely exchanging parking spot availability information with neighbors. The high-performance state-of-the-art encryption and signature algorithms as well as a mathematical trust rating model are used to set up Parking Communities for providing a novel trust management for vehicular parking applications without reliance on a central Trusted Third Party for retrieving trust ratings. This approach allows end-to-end encrypted request-response communications in combination with geocast and can be used as an overlay to existing vehicular networking technologies. Attack scenarios on Parking Communities and their mitigations are analyzed. A comprehensive comparison with existing key and trust management schemes for vehicular networks are provided to verify feasibility of the proposed concept.
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